Abstract

How does one conduct an independently-verifiable election while maintaining ballot secrecy? How does one define desirable properties of voting systems and measure a voting system's deviation from these properties? Can one actually hold a governmental election that is independently-verifiable and provides ballot secrecy? I will describe the use of information theory to understand and measure the limitations of voting systems, and present a general model of the new class of cryptographic "end-to-end" (E2E) independently-verifiable voting systems. I will also describe Scantegrity II, an E2E system that was used for the 2009 municipal election of the City of Takoma Park, MD, the first time in election history that voters were able to independently audit a secret-ballot governmental election.

This work is joint with several collaborators: the Scantegrity team---Rick Carback, David Chaum, Jeremy Clark, Aleks Essex, Stefan Popoveniuc, Ronald L. Rivest, Emily Shen, Alan Sherman---and also Lillie Coney, Jeroen van de Graaf, Joseph Hall, Ben Hosp, Peter Y. A. Ryan and David Wagner.
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