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Fingerprint Recognition on Various
Authentication Sensors

A. Tirupathi Rao, N. Pattabhi Ramaiah, and C. Krishna Mohan

Abstract—Fingerprint is a very popular and an
ancient biometric technology to uniquely identify a
person. In this paper, a fingerprint matcher is proposed
which uses the global and local adaptive binarization
and global minutia features. The fingerprint data is
collected using three different authentication devices
based on optical sensors. The experimental results are
compared with the National Institute of Standards and
Technology (NIST) Bozorth algorithm and various
authentication fingerprint sensors. The accuracy of the
proposed algorithm has been improved significantly
compared with that of the NIST Bozorth algorithm.

Index Terms—Authentication sensors, binarization,
Bozorth algorithm, fingerprints, NIST.

1. Introduction

A fingerprint!! consists of ridges and valleys on the
surface of the finger. The uniqueness of a fingerprint can be
determined by the minutia points. Minutia points are the
local ridge features which are identified by a ridge
bifurcation or a ridge ending. Fingerprint matching is a
difficult problem due to its large intra-class variations and
small inter-class variations. Intra-class variations mean the
variation of same finger among different fingerprints,
whereas inter-class variations are the similarity among
different fingerprints. The reason for intra-class variations
are partial overlapping of fingerprints and noise formed
from sensors. There are three main categories of fingerprint
matching algorithms, which are correlation based, minutia
based, and ridge orientation based approaches. The
methods described in [2]-[7] wuse various filtering
techniques to enhance the significant details of single
fingerprint images. Fingerprint segmentation using
block-wise grey-level variances or local histograms of ridge
orientations were described in [8]. In [9], Gabor filters are
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used to divide a fingerprint into foreground and background
regions. De-noising fingerprint images was presented in
[10]. In this paper, we have proposed a global fingerprint
matching algorithm which uses global and local adaptive
binarization and global minutia features. The experiments
are conducted on the fingerprint data which are captured
using personal identity verification (PIV) certified
authentication devices!''. The algorithms have two
different phases, one is for finding the number of matched
minutia and the other phase is for validating the correctness
of matching. The fingerprint data is collected using
Cogent-200, BioMini-Plus, and Upek. These devices are
currently under testing for the authentication applications
supported by Aadhaar!''. The data is collected from 30
subjects’ 10 fingerprints in five instances.

Fig. 1 shows the images captured using the Cogent
fingerprint authentication device. Fig. 2 shows the images
captured using the BioMini fingerprint authentication
device. Fig. 3 shows the images captured using the Upek
fingerprint authentication device.
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Fig. 3. Fingerprint images captured using Upek sensor.
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The image dimensions for the images captured by
Cogent device is 340x480, by BioMini-Plus device is
260x340, and by Upek is 256x360. All the images are
captured at 500 dpi.

This paper is organized as follows. In Section 2, the
overview of related work is presented. The local and global
adaptive binarization technique is explained in Section 3. In
Section 4, the proposed algorithm is explained. Section 5
gives the performance evaluation and results. And finally
the conclusions are given in Section 6.

2. Related Work

Kaur ez al!"* have introduced the methods combined to
create the minutia extractor and minutia matcher. Tarjoman
et al" introduced structural approach to fingerprint
classification by using the directional image of fingerprints
instead of singularities. Singularities detection is used to
increase the accuracies. Wei et al." proposed a method for
rapid singularities searching which used the delta field
Poincare index and a rapid classification algorithm to
classify the fingerprint into five classes. The detection
algorithm searches the direction field which changes more
largely to get the singular points. Singular point detection is
used to improve the accuracy. Lumini e al.l' developed a
method for the minutia based fingerprint and its approach
to the problem as two-class pattern recognition. The
obtained feature vector by minutia matching is classified
into genuine or imposter by a support vector machine
(SVM) resulting remarkable performance improvement.
Tong et al'” proposed a method to overcome nonlinear
distortion by using local relative error descriptor (LRLED).
This algorithm consists of three steps: 1) A pair wise
alignment method to achieve fingerprint alignment; 2) A
matched minutia pair set is obtained with a threshold to
reduce non-matches; 3) The LRLED based similarity
measure. LRLED is good at distinguishing between the
matched and non-matched minutia pairs and works well for
the minutia based matching.

Jain et al"™ proposed a latent fingerprint matcher
based on local and global minutia matching using the
similarity between latent and rolled/plain fingers. Li et al.!"”!
have proposed the extended cross matching algorithm for
the fingerprint images captured from different sensor
technologies namely, optical, capacitive, and thermal
sensors.  Some  researchers  proposed  fingerprint
identification techniques using a gray level watershed
method to find out the ridges present on a fingerprint image
by directly scanning the inked fingerprint impressions.

3. Local and Global Adaptive
Binarization

Local and global adaptive binarization is the process
that combines local mean intensity as well as global mean

intensity information to binarize the fingerprint image. This
combination works very well for the noisy finger prints that
are captured on the fingerprint scanners, where the previous
fingerprints residue is left as a ghost image on the surface
of the fingerprint scanner. Global mean intensity means the
sum of all the pixel intensity values divided with the total
number pixels present in the image. Global binarization
uses the global mean intensity as the threshold to binarize
the fingerprint image, whereas the local adaptive
binarization uses the mean intensity of each 8x8 block from
the fingerprint image and binarizes the particular block of
corresponding local mean intensity value. The proposed
binarization combines both the global binarization as well
as local adaptive binarization. Fig. 4 illustrates the
comparison of the traditional binarization given by National
Institute of Science and Technology (NIST)!'? and the
proposed binarization. The proposed binarization removes
the spurious minutia which is formed due to the ghost
images and also improves the accuracy of fingerprint

feature extraction.
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Fig. 4. Images in the first column are original images, images in
the second column are the NIST binarized images, and images in
the third column uses the proposed binarization.
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Fig. 5. Minutia (feature) extraction: left side images uses NIST
binarization and right side images use the proposed binarization.
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The following figure illustrates the minutia display
which is implemented using the NIST binarization and the
global and local adaptive binarization. The feature
extraction algorithm which is used for minutia display is a
NIST open source. The NIST feature extractor is little
sensitive in detecting minutia and need to remove the
border minutia to improve accuracy. Fig. 5 shows the
minutia interpolation.

4. Proposed Fingerprint Matcher

The proposed fingerprint matching algorithm uses
International Organization for Standards (ISO) fingerprint
templates which are extracted by an NIST fingerprint
template extractor. The following are the steps involved in
the global minutia matching algorithm. The feature vector
consists of the information, (x, y)-coordinates, and direction
of each minutia.

e Query and reference ISO templates as input.

o Get the query and reference templates (x,
y)-directions, type, and quality.

e Compute the edge pair information for each minutia
to all other minutia

e Sort the edge pair information using distance.

e Compute the similarity of edge pair information in
query and reference templates for similarity.

e Validate the matched minutia pairs with all other
matched minutia pairs to remove false matched
minutia pairs.

e Compute the matching score.

Each edge consists of the information edge distance and
direction difference between minutiae at two ends. The
proposed algorithm is of rotation and translation invariant.

5. Performance Evaluation and
Results

The experiments are conducted on a database which is
collected using three different authentication devices. The
data consists of all the 10 fingerprints of 30 subjects
captured at 5 different instances. The proposed algorithm
improves the accuracy of the fingerprint matching. The
proposed algorithm is implemented in VC++ with Intel
core i3 at 2.10 MHz. We observed 500 verifications per
second with the proposed algorithm on already extracted
templates. Table 1 illustrates the equal error rates (EER) of
Bozorth!'! and proposed fingerprint matcher algorithms on
cross-sensor authentication devices.

Table 1: EER of Bozorth and proposed fingerprint matchers

Images captured using Bozorth Proposed
matcher EER matcher EER
All three devices (cross sensed) 0.05 0.02
BioMini device 0.01 0.001
Cogent device 0.02 0.005
Upek device 0.09 0.001

The following receiver operating characteristic curves
depict the results of the Bozorth and proposed fingerprint
matcher algorithms using the fingerprint images captured
with BioMini, Cogent, and Upek. Fig. 6 shows the results
of the Bozorth and proposed algorithms using the images
captured with the Biomini device. The EER with proposed
algorithm is 0 and 0.01 with the Bozorth algorithm.

Fig. 7 shows the results of Bozorth and proposed
algorithms using the images captured with the Cogent
device. The EER with the proposed algorithm is 0.005 and
with the Bozorth algorithm is 0.02. Fig. 8 shows the results
of the Bozorth and proposed algorithms using the images
captured with the Upek device. The EER with proposed
algorithm is 0 and with the Bozorth algorithm is 0.09.

Fig. 9 shows the results of the Bozorth and proposed
algorithms using the images captured with the three devices.
The EER with the proposed algorithm is 0.02 and 0.05 with
the Bozorth algorithm. Fig. 10 illustrates the performance
of the Bozorth fingerprint matcher algorithm using four
different scenarios of data. Similarly, in Fig. 11 presents the
performance of the proposed fingerprint matcher algorithm
using the four different scenarios of fingerprint data. We
observed that the proposed algorithm gives good
performance even with the fingerprint images captured
using the cross-sensor fingerprint authentication devices.
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Fig. 6. Analysis on the Bozorth and proposed matcher algorithms
using the images captured by the BioMini device.
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Fig. 7. Analysis on the Bozorth and proposed matcher algorithms
using the images captured by the Cogent device.
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Fig. 8. Analysis on the Bozorth and proposed matcher algorithms
using the images captured by the Upek device.
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Fig. 9. Analysis on the Bozorth and proposed matchers algorithms

using the images captured by all the three devices.

6. Conclusions

In this paper we have presented the local and global
adaptive Dbinarization technique and global minutia
matching technique which is rotation-independent and
translation-independent. The proposed algorithm uses
global minutia for matching two prints. Experimental
results shows that the proposed algorithm improves the
EER at 0.02 whereas the existing NIST Bozorth
algorithm’s EER is 0.05.
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Fig. 10. Analysis on the Bozorth matcher algorithm using the

images captured by all the three devices.
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Fig. 11. Analysis on the proposed matcher algorithm using the
images captured by all the three devices.
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